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FIDO: The Global Standard for Passwordless Security

What is FIDO?

Fast Identity Online (FIDO)

Global standard for strong, passwordless login.

Trusted worldwide

Supported by Microsoft, Google, Apple, Amazon, and
more.

Safer & faster

Eliminates passwords, phishing, and credential theft.

The card is the key

Secured by the fingerprint, no one else can use it
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fdo
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Full members list



https://fidoalliance.org/members/
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IDEX FIDO Demo cards

The IDEX digital access demo card embedding FIDO can
be used on the following websites to login

Google
amazon

GitHub
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Limitations

B Microsoft

* Only FIDO certified products are accepted by Microsoft.
» Certification Target - Dec 2025

@) \DEX

» Biometric fingerprint re-enrollment is not supported
* Fido Keys :
» Card can store up to 35 credentials
FIDO keys cannot be deleted

If any concern regarding biometric data erasing, you can
either destroy the card or send it back to IDEX for wipe out

process




Biometric card enrollment

i0S
Make sure the pad part
of the thumb is on the
center of the sensor
Android
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https://apps.apple.com/gb/app/idex-card/id6748902933
https://apps.apple.com/gb/app/idex-card/id6748902933
https://play.google.com/store/apps/details?id=com.idexbiometrics.enroll&pcampaignid=web_share
https://play.google.com/store/apps/details?id=com.idexbiometrics.enroll&pcampaignid=web_share
https://play.google.com/store/apps/details?id=com.idexbiometrics.enroll&pcampaignid=web_share

Demo card

Example

The website

e Token2 FIDO2 Demo provides a safe test environment to simulate
enrollment.

It acts as a Relying Party simulator

e Just like Google, Microsoft, or Dropbox.

Users

e Can register the Digital Access Card here to understand the
process without risk.

The platform

e |s provided by Token2, a Swiss cybersecurity company known for
reliability and trust.
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KEN

swiss made
software

© IDEX



https://www.token2.com/tools/fido2-demo

How FIDO Works & Why Multiple Registrations

How it Works

Register A key pair is Authenticate

created

Register the e Public key * Your
card with a stored on the fingerprint
service service unlocks the
(Google, e Private key private key,
Microsoft, ...) stays safely in signs the
your card challenge,
and access is
. ) . ) | granted salesforce

How it Works

Each service (Relying Party) is independent.

The card remains the same, but it must be registered once with each service.

eExample: registration with Google, then Microsoft, then Dropbox.

After registration, logins are instant, passwordless, and phishing-resistant.
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FIDO demo card — Key registration

1st step — Key registration

The key registration step establishes a unique
cryptographic identity between the card and

the service, ensuring that only this card can be
used for future authentication.
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&t Register

token2_user_68ce755467d35_674485768ce7554(

Do

@' PIN:never Vv

Register

OB external devi Vv

@ The first step involves registering your key with this
demo tool. When your Token2 key begins to blink,
simply press the button/touch area/fingerprint sensor to
activate it. If using NFC transport, the activation is done
by tapping the NFC area of the primary device. You can
also select whether a PIN should be requested (2] about
PIN protection ).

& Log in

L  token2_user 68ce755467d35_674485768ce7554

Login

© The next step is to perform an authentication with the
registered device. Please do not proceed to this step
before you successfully complete the registration step.
Please note that a test username is randomly generated
when this page loads. Therefore, after every refresh of
the page, a new registration is required to establish a
new connection between your device and your updated
credentials.




FIDO demo card — Login

2nd step - website login

&t Register &’ Log in

o)
(] registration completed successfully. you can now i ‘cken2.userGBceTbdh242d5.103852368ce70db

This step proves the card’s identity by login
unlocking it with a fingerprint to securely Login
access the service.

© The next step is to perform an authentication with the
registered device. Please do not proceed to this step

before you successfully complete the registration step.
Please note that a test username is randomly generated
when this page loads. Therefore, after every refresh of
the page, a new registration is required to establish a
new connection between your device and your updated

credentials.
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What'’s next ?

Once the card is enrolled with one service, the same steps can be f o
replicated with any other Relying Party (Google, Github, Dropbox, CERTIFIED
etc.).

Open Standard for Authentication

The process and behavior remain identical, regardless of the A2
service. Utilizes public key cryptography

This consistency is guaranteed by the FIDO standard, trusted Built in support via browser

worldwide. N

Phishing resistant

After initial registration, logins are always instant, passwordless, N
and phishing-resistant.

Passwordless authentication

Copyright © 2025 IDEX Biometrics ASA. All Rights Reserved. Confidential.







	Opening
	Slide 1: FIDO USER GUIDE
	Slide 2: FIDO: The Global Standard for Passwordless Security
	Slide 3: How FIDO Works & Why Multiple Registrations
	Slide 4: Biometric card enrollment
	Slide 5: IDEX FIDO Demo cards
	Slide 6: Demo card 
	Slide 7: FIDO demo card – Key registration
	Slide 8: FIDO demo card – Login
	Slide 9: What’s next ?
	Slide 10


